


 1 

 

SOC 2 Report Evalua1on Checklist   

Each review ques.on is followed by a comprehensive explana.on of why it ma:ers, and the 

risks associated with that element of the SOC 2 report.    

Overview  

Review Ques*on   Why It Ma4ers   

 

 

 

 

 

 

 

Does the assessed 
en+ty name match 
the en+ty’s legally 
contracted name? 

The name of the assessed en-ty in a SOC 2 report should exactly match the 

legal name of the en-ty with which you have entered (or plan to enter) into 

a contract. If there's a mismatch—whether due to a subsidiary, DBA, parent 

company, or internal business unit—you may be relying on a report that 

does not apply to your rela+onship at all.   

• Legal accountability hinges on the exact en+ty name. If the SOC 2 

report is issued for “XYZ Cloud, Inc.” but your contract is with “XYZ 

Solu-ons LLC,” you cannot automa-cally assume the report covers the 

controls protec-ng your data or services.   

• Some large organiza-ons operate under mul+ple en++es or brands—

and not all of them may have undergone the same level of scru-ny. A 

report for one business unit might omit en-rely the infrastructure, 

employees, or systems you rely on.   

• In M&A or restructuring scenarios, this becomes even more cri-cal: a 

report may be outdated or reassigned without a corresponding change 

to ownership or scope. If the name doesn’t match, you may be trus+ng 

a defunct or unrelated audit.   

• A mismatch may also point to vendor obfusca+on, where companies 

inten-onally present the most favorable report available, even if it 

doesn’t cover the en-ty providing your services.   
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• From a legal and compliance standpoint, your auditors, regulators, or 

insurers may not accept the report as valid evidence if the en-ty 

names are inconsistent.   

The name on the SOC 2 report isn’t just administra-ve—it defines the 

legal, opera+onal, and control boundaries of the assurance you’re being 

given. Always verify that the en-ty named in the report is the same one 

that handles your data, operates your services, and signs your contracts.   

 

 

 

 

 

 

 

Does the tes+ng 
period align 
consistently with the 
period covered in 
the previous SOC 2 
report? (applies to 
SOC 2 Type 2 
reports)   

For SOC 2 Type 2 reports, the tes+ng period represents the +meframe 

over which controls were evaluated for opera+ng effec+veness. It’s 

usually 6 to 12 months. If there is a gap, overlap, or shiW in this period 

compared to the organiza-on’s prior SOC 2 report, it can undermine the 

con+nuity and credibility of the control environment and raise ques-ons 

about audit integrity.   

• A consistent, consecu+ve tes+ng period allows stakeholders to build 

confidence in the organiza-on’s ability to maintain controls 

con+nuously over +me. Any break in that -meline creates assurance 

gaps, where control failures could occur undetected.   

• For example, if one report ends on June 30 and the next begins on 

September 1, you’re leW with a 2-month window of unverified control 

effec+veness—a poten-ally serious issue for high-risk environments or 

regulated industries.   

• Misalignment in tes-ng periods can signal opera+onal instability, 

changes in audit firms, or efforts to reset the audit window in 

response to prior findings, staff changes, or technology rollouts.   

• Inconsistent tes-ng periods may indicate that the vendor is managing 

the audit process tac+cally rather than embracing security as an 

ongoing commitment. This raises the ques-on: “What happened 

during the missing -me, and why wasn't it reviewed?”   

• For vendor management, regulatory compliance, and audit readiness, 

you need assurance across your full risk window. Gaps create 
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poten-al liability, especially in the event of incidents that occur outside 

of the audited +meline.   

A consistent audit cadence with clearly aligned tes-ng periods across 

reports provides con+nuity of assurance. When this is missing, you must 

inves-gate the ra-onale and assess how it affects your risk posture and due 

diligence obliga-ons.   

 

 

 

 

 

 

 

Did the service 
provider present a 
bridge leJer or 
assurance for 
subsequent 
periods?    

SOC 2 Type 2 reports evaluate control effec-veness over a defined +me 

period (e.g., January 1 to December 31). Once that period ends, there’s a 

gap in assurance un-l the next report is released. A bridge leJer (also 

called a gap lecer) is a formal acesta-on by the service provider that 

affirms no significant changes, control failures, or security incidents 

occurred between the end of the audit period and the current date.   

If a bridge lecer or similar assurance is not provided:   

• You lack visibility into the “gap period”—some-mes several months 

long—during which significant security or opera-onal events could 

have occurred without any independent oversight.   

• For vendors who publish reports annually, this can mean opera-ng 

without assurance for up to 11 months each year unless a bridge lecer 

is provided.   

• If changes occur during that -me (e.g., staff turnover, cloud migra-on, 

policy revisions), they won’t be reflected in the last SOC 2 report. 

Without a bridge lecer, you must assume those changes are unverified 

and poten+ally risky.   

• Regulatory bodies and internal auditors may reject outdated SOC 2 

reports for cri-cal systems unless a bridge lecer is available to affirm 

con-nued effec-veness of controls.   

• A lack of a bridge lecer may also signal that the service provider is not 

maintaining an ac+ve security governance program, or worse, is 

inten+onally obscuring incidents or changes that occurred post-audit.   

In contrast, a clear, signed bridge lecer helps fill the assurance gap by:   
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• Sta-ng whether any material changes or control breakdowns have 

occurred.   

• Providing an interim level of confidence while the next audit is being 

completed.   

• Demonstra-ng transparency and accountability on the part of the 

service provider.   

Without a bridge lecer or alternate assurance, you’re relying on stale 

evidence and exposing your organiza-on to unquan-fied, +me-sensi+ve 

risk.   

 

 

 

 

 

 

 

Are there any 

unusual labels, such 

as “DraR”, 

“Preliminary”, or 

“Unaudited”?   

SOC 2 reports are formal audit deliverables issued by an independent CPA 

firm. They represent a professional opinion on the design and opera+ng 

effec+veness of an organiza+on’s controls over a defined period. However, 

if the report you’re reviewing is marked as “DraR,” “Preliminary,” 

“Working Copy,” or “Unaudited,” it is not a valid or finalized aJesta+on, 

and should not be used as a basis for risk decisions.   

• A draW or unaudited report may lack cri+cal conclusions from the 

auditor—such as the final opinion, control effec-veness ra-ngs, or 

scope clarifica-ons.   

• These documents may contain unverified or placeholder content, and 

in some cases, may s-ll be under review or subject to change based on 

addi-onal evidence or client feedback.   

• Vendors some-mes share draR reports to appear “compliant” before 

their audit is finalized. This can be a deliberate tac-c to accelerate 

sales or pass a security review prematurely, introducing significant risk 

to the customer.   

• The use of unaudited or labeled reports could also signal a breakdown 

in the audit process, unresolved disagreements with the auditor, or 

control failures that have not yet been disclosed.   

• From a legal and regulatory standpoint, relying on a non-finalized 

report may invalidate vendor due diligence, and your organiza-on 
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could be held accountable for failing to verify that proper assurances 

were in place.   

Always verify:   

• The absence of disclaimers or provisional language.   

• The presence of the auditor’s signature, issuance date, and opinion 

leJer.   

• That no watermarks, headers, or metadata indicate the report is s-ll 

under development.   

If the report is anything less than final, do not treat it as valid assurance. 

Insist on receiving the completed version to ensure you’re evalua-ng 

controls that have been fully reviewed, validated, and aJested by a 

licensed auditor.   

 

 

 

 

 

 

 

Is the report marked 

as confiden+al or 

restricted use?    

SOC 2 reports are typically marked as “confiden+al” or designated for 

“restricted use” because they contain sensi+ve, proprietary, and security-

relevant informa+on about the audited organiza-on. Understanding the 

implica-ons of these markings is essen-al to ensuring proper handling, 

legal compliance, and appropriate dissemina+on of the report.   

• Restricted use means the report is intended only for specific users, 

usually:   

o Management of the service organiza-on,   

o Specified user en--es (e.g., customers or partners),   

o Regulators or contractual stakeholders with a direct rela-onship to 

the service.   

• If the report is shared beyond its intended audience—such as to media, 

investors, or unrelated third par-es—it may violate non-disclosure 

agreements, confiden-ality clauses, or professional standards set by 

the AICPA (American Ins-tute of Cer-fied Public Accountants).   

• Misuse of a restricted report can result in:   

o Legal liability for both the audited en-ty and the receiving party,   

o Loss of trust between business partners,   
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o Poten-al regulatory or reputa+onal consequences, especially if 

the report is leaked or cited incorrectly.   

• For recipients, this designa-on serves as a reminder to store the 

report securely, limit access, and avoid incorpora+ng its content into 

public-facing materials (like marke-ng or due diligence decks).   

• Addi-onally, understanding the confiden-ality status helps you plan 

how to discuss the report with legal, procurement, or IT teams, and 

whether you need to obtain separate authoriza+on or a sani+zed 

version for broader sharing.   

Markings like “confiden+al” or “restricted use” are not just formali+es—

they define the legal and ethical boundaries of how the SOC 2 report can 

be used. Always treat these designa-ons with cau-on and ensure your 

internal processes reflect proper handling protocols.   

Independent Auditor ’s Opinion  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

Is the audit opinion 
unqualified (clean)?   

An unqualified opinion—oWen called a clean opinion—indicates that the 

auditor found the controls to be suitably designed and opera+ng 

effec+vely throughout the en+re review period. It is the highest level of 

assurance a SOC 2 report can offer.   

• If the opinion is qualified, it means the auditor found specific 

deficiencies or could not obtain enough evidence to support a full 

conclusion. This undermines the credibility of the control environment 

and raises immediate red flags.   

• A disclaimer of opinion (no opinion rendered) or adverse opinion 

(controls failed materially) signals that the organiza-on either withheld 

key informa+on or the controls are not func+oning properly.   

• Your organiza-on may rely on this opinion for vendor risk assessments, 

procurement approvals, and regulatory compliance. If it’s not clean, 
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the vendor may pose unacceptable risk or require mi+ga+on 

strategies.   

Always start by iden-fying whether the report has an unqualified opinion, 

and if not, review the auditor’s ra+onale and findings in detail.   

 

 

 

 

 

Did a licensed CPA 
firm with a strong 
cybersecurity 
background conduct 
the audit?   

SOC 2 audits must be conducted by licensed CPA firms, but not all CPA 

firms are equally qualified, especially when it comes to understanding the 

complexi-es of modern, cloud-na+ve, and high-scale technology 

environments.   

• A firm with deep cybersecurity exper+se is more likely to ask the right 

ques-ons, evaluate technical controls correctly, and iden-fy nuanced 

risks.   

• In contrast, generalist firms may rely too heavily on documenta-on 

without truly valida-ng whether controls are effec+ve, monitored, and 

enforceable.   

• Some firms may even lack independence or rigor, especially in “rubber 

stamp” audits designed to help clients pass, not improve.   

• You should evaluate:   

o Whether the firm has recognized experience in technology audits.   

o Any accredita+ons or industry reputa+on (e.g., AICPA peer 

reviews, regulatory ac-ons).   

o Whether the firm has subject-maJer experts involved in areas like 

cloud security, iden-ty and access management, and DevOps.   

o Verify the assessment firm’s creden-als and any history of 

disciplinary ac-ons at hcps://app.cpaverify.org/search   

The quality and credibility of the SOC 2 report is only as strong as the firm 

that issued it. A reputable auditor adds meaningful assurance; a weak one 

undermines the en-re report.   

 

 

SOC 2 Type 2 reports cover a defined opera+ng period—usually 6 to 12 

months—during which the auditor tests whether controls func-oned 

https://mcas-proxyweb.mcas.ms/certificate-checker?login=false&originalUrl=https%3A%2F%2Fapp.cpaverify.org.mcas.ms%2Fsearch%3FMcasTsid%3D20892&McasCSRF=bc8b802315e4a2a9f0d3c7f602ccd1a692ae49d9468a7fe2f2fc0aee7e706df0
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Does the opinion 
cover the en+re 
review period?   

effec-vely. If the opinion doesn’t match this period, or only covers a par-al 

window:   

• You lack assurance for periods before or aRer the opinion window, 

which may include major product launches, migra-ons, or staffing 

changes.   

• A shortened or non-standard period (e.g., only 3 months) may suggest 

the company rushed to obtain an audit for sales or marke+ng 

purposes without demonstra-ng control maturity over -me.   

• Review period discrepancies may also hide periods when controls were 

not opera+onal or were under remedia+on.   

• The review period should also align with any contractual or regulatory 

coverage you require for your own risk assessment.   

Always cross-check that the opinion and control tes-ng cover the full 

window that is relevant to your engagement with the provider.  

 

 

 

 

Is the auditor’s 

signature and date 

clearly stated?   

The auditor’s signature and the report date are your confirma-on that the 

report is:   

1. Final (not a draW), and   

2. Current and +me-bound (linked to a specific period of assurance).   

• A missing signature or date could indicate the report is incomplete, 

unofficial, or prematurely released.   

• An old date (more than 12 months ago) is a strong signal that 

assurance is no longer reliable because controls and the environment 

may have subsequently changed.   

• If the signature is digital, ensure it’s traceable to a licensed CPA with 

authority under the issuing firm. Check the firm’s legal name and 

licensing state.   

These details macer not just for technical assurance, but also for legal 

defensibility and audit traceability. Always verify authen-city before 

relying on the document.   
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Management ’s Assertion  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

 

 

 

Are all Trust Services 
Criteria (TSC) being 
claimed reasonable 
and relevant?   

Organiza-ons undergoing a SOC 2 audit can select which of the five Trust 

Services Criteria they want to include in the report:   

• Security (mandatory for all reports),   

• Availability,   

• Confiden+ality,   

• Processing Integrity, and   

• Privacy.   

If an organiza-on omits criteria that should clearly apply, it creates a 

misleading assurance scope that may not align with your risk management 

needs.   

• For example, a SaaS vendor handling sensi-ve health data that 

excludes Confiden+ality or Privacy may be avoiding scru+ny of how 

they protect personal informa+on.   

• Under-scoping can conceal vulnerabili+es or immature controls.   

The selected TSCs should match the nature of the service and the 

expecta+ons your organiza+on has for reliability, data protec+on, and 

regulatory alignment. If not, the report may fail to provide the assurances 

you need.   

 

 

 

 

 

 

The system boundaries define what parts of the organiza+on’s 

infrastructure, applica+ons, people, and data flows were included in the 

SOC 2 audit. If the boundaries are vague, incomplete, or overly broad:   

• You cannot determine what was actually tested—and more 

importantly, what was not.   

• It creates a false sense of assurance: a report might appear 

comprehensive, but in reality, it could exclude major elements such as:   
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Is there a clear 
defini+on of the 
system boundaries?   

o APIs,   

o Internal admin tools,   

o Third-party integra-ons,   

o Mobile applica-ons,   

o Development pipelines, or   

o Regional data centers.   

• A poorly defined boundary also allows vendors to hide high-risk 

environments by claiming, “That system wasn’t in scope.”   

• Without clarity, you won’t know whether your data, transac+ons, or 

access paths fall within the evaluated perimeter, which creates 

serious problems for risk assessments, compliance programs, and 

contractual due diligence.   

• On the other hand, clearly defined boundaries demonstrate maturity, 

transparency, and audit readiness, and give you confidence that the 

full service delivery chain was reviewed.   

In summary, the system boundary is the map of what’s in and out—and 

without it, you’re naviga-ng your vendor’s security with a blindfold.   

System Description  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

 

 

 

The system descrip+on is the backbone of a SOC 2 report—it tells you 

what was audited, including the services offered, infrastructure used, 

suppor-ng processes, data flows, and security architecture. If this sec-on is 

generic, templated, or lacking specificity, the en-re report’s value is 

undermined because you cannot accurately assess whether the controls 

apply to the system that actually maJers to you.   

• A vague system descrip-on may suggest that the report was generated 

using a standardized template, rather than reflec-ng the actual 

complexity of the audited environment. This is especially risky in cloud-
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Is the system 
descrip+on detailed 
and specific, not 
generic?   

na-ve or SaaS businesses where microservices, DevOps prac+ces, or 

mul+-region deployments introduce unique control requirements.   

• Without specifics, you can’t confirm whether:   

o Your data is processed by the audited system,   

o All infrastructure components (e.g., cloud providers, data 

warehouses, APIs) were included,   

o Opera+onal processes like change management, incident 

response, and deployment pipelines were properly described and 

evaluated.   

• A generic descrip-on may be a deliberate acempt to minimize 

transparency, making it difficult for customers and auditors alike to 

scru-nize high-risk or underdeveloped areas of the environment.   

• Conversely, a well-detailed system descrip-on enhances confidence in 

the report because it shows the organiza-on has clear internal 

documenta+on, defined ownership, and maturity in their opera+onal 

understanding.   

A detailed system descrip-on is essen-al for determining whether the SOC 

2 controls apply to the actual services and risks relevant to your business. 

If this sec-on is vague or overly broad, the audit may be technically 

compliant but prac+cally useless.   

 

 

 

 

 

 

Are key services, 
infrastructure, and 
processes fully 
described?   

A thorough and accurate system descrip-on is cri-cal because it establishes 

the scope of what the auditor reviewed. If key services, infrastructure 

components, or opera-onal processes are omiced or only vaguely 

referenced, the SOC 2 report may not cover significant parts of the 

environment.    

• Missing services (like API gateways, internal apps, third-party 

integra-ons, or data processing components) may create blind spots, 

meaning cri-cal parts of the business may not have been audited.   

• Unclear infrastructure details can hide dependencies on external cloud 

plamorms (like AWS, Azure, or Google Cloud) or conceal use of high-risk 

components (e.g., self-hosted services, legacy systems).   
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• Opera+onal processes, such as incident response, deployment 

pipelines, change management, and user provisioning, must be 

included to evaluate how controls work in context. If they're not 

described, it’s impossible to judge whether the controls apply 

effec-vely throughout the service lifecycle.   

• This sec-on is your founda-on for understanding what was actually 

tested. If something isn’t listed here, it probably wasn’t reviewed by 

the auditor.   

An incomplete or generic system descrip+on undermines the en+re 

assurance value of the report. It may be a sign of immaturity in control 

documenta-on or an inten-onal effort to limit exposure in the audit.   

 

 

 

 

 

 

 

 

 

 

Are third-party 
services clearly listed 
and described?   

Third-party services are oWen deeply embedded into an organiza-on's 

infrastructure, handling cri-cal func-ons like authen-ca-on, cloud hos-ng, 

data analy-cs, monitoring, payment processing, or communica-on. If these 

third par-es are not clearly disclosed in the system descrip-on:   

• You won’t know where your data is actually being processed, stored, 

or transmiJed. This is crucial for understanding data residency, privacy 

obliga-ons, and security controls.   

• A lack of transparency may mask risk exposure from subservice 

organiza-ons that could suffer outages, breaches, or have weaker 

controls. For example, if a third-party cloud provider is used but carved 

out of the audit, you're relying on their SOC 2 for assurance—not the 

one you’re reading.   

• When third-party services are omiced, you also can’t assess shared 

responsibility. Many providers push security responsibili-es onto their 

customers, and without full disclosure, you may miss key areas where 

your own organiza-on is expected to implement controls (e.g., 

encryp-on, access restric-ons).   

• If vendors inten+onally omit or generalize third-party references to 

minimize scru-ny. This could be a red flag indica-ng an acempt to hide 

dependencies or control weaknesses outside of their direct oversight.   
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Ul-mately, understanding which third-party services are in scope—and 

how they are used—is essen-al for assessing data flow integrity, 

availability resilience, security assurance, and legal/regulatory 

compliance. Without this, you risk trus+ng an incomplete or misleading 

audit.   

 

 

 

 

 

 

 

Are data flows and 
access controls 
described 
adequately?   

Understanding data flows and access controls is essen+al for evalua+ng 

the effec+veness and completeness of an organiza+on’s security 

architecture. These elements reveal the paths sensi-ve data takes through 

the environment and the mechanisms in place to prevent unauthorized 

access or misuse. In a SOC 2 report, if this informa-on is vague, overly 

simplified, or omiced en-rely, it suggests a major gap in both transparency 

and control maturity.   

Data Flows:   

• Data flow descrip+ons provide insight into how sensi-ve data enters, 

moves within, and exits the system. This includes inges-on from 

external sources, storage loca-ons, processing func-ons, inter-service 

communica-ons, and ul-mate disposal or archival.   

• Without a clear understanding of these flows, you cannot assess 

whether data is properly encrypted in transit and at rest, whether it 

traverses secure zones or untrusted networks, or if it might 

uninten-onally cross jurisdic+onal or regulatory boundaries (e.g., 

GDPR, HIPAA).   

• A missing or ambiguous descrip-on of data flow can also mask risky 

architectural decisions, like overexposure to the public internet, use of 

unsecured API endpoints, or reliance on unmonitored third-party 

connectors.   

Access Controls:   

• Access control descrip+ons are a litmus test for how well an 

organiza-on manages authoriza+on, authen+ca+on, and 
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accountability. Without detail, it's impossible to verify if the principles 

of least privilege and segrega+on of du+es are truly enforced.   

• You need to know:   

o How users and administrators are granted access (e.g., through an 

iden-ty provider, manually, role-based models).   

o How oWen access rights are reviewed and adjusted.   

o Whether mul+-factor authen+ca+on (MFA) and single sign-on 

(SSO) are implemented and monitored.   

• Vague or absent access control informa-on may indicate reliance on 

manual provisioning, lack of centralized access governance, or an 

inability to detect and respond to privilege escala+ons and insider 

threats.   

In sum, if a SOC 2 report fails to describe data flows and access controls 

adequately, you cannot form a reliable opinion about how data is 

protected, who can touch it, and what happens when something goes 

wrong. This limits your ability to perform due diligence, increases exposure 

to unseen risks, and diminishes the value of the assurance provided by the 

report.   

Applicable Trust Services Criteria  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

Are the selected 
TSCs (Security, 
Availability, etc.) 

The Trust Services Criteria (TSC) define the scope of the SOC 2 audit and 

form the founda-on for evalua-ng the service organiza-on's control 

environment. If the selected criteria are not clearly iden-fied and well-

defined:   

• You won’t know what the auditor was tes+ng for. This creates 

ambiguity about the nature and purpose of the controls reviewed.   

• The default assump-on is that Security (Common Criteria) is always 

included, but organiza-ons can selec-vely include Availability, 
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clearly listed and 
defined?   

Confiden+ality, Processing Integrity, and Privacy based on relevance 

to their services.   

• If key criteria like Availability or Confiden-ality are omiJed without 

jus+fica+on, you may not have assurance on system up-me, resilience, 

or protec-on of sensi-ve informa-on, even if these are cri-cal to your 

risk profile.   

• Vague or overgeneralized defini-ons of TSCs may signal immature 

understanding by the organiza-on or an acempt to inflate the scope 

without providing meaningful assurance.   

• Clear lis-ng and alignment of TSCs ensures the report addresses the 

specific trust and assurance needs of users, especially in regulated 

industries (e.g., healthcare, financial services, SaaS plamorms handling 

sensi-ve client data).   

 

 

 

 

 

 

Is the risk 
assessment process 
explained and 
appropriate?   

Risk assessment is the cornerstone of any effec-ve control framework. It 

drives which threats are priori+zed, which controls are implemented, and 

how resources are allocated. If the risk assessment process is missing, 

underdeveloped, or inadequately explained:   

• It indicates that the organiza-on may not have a systema+c approach 

to iden+fying and addressing threats to the confiden-ality, integrity, 

and availability of systems and data.   

• A weak or superficial risk assessment undermines the credibility of 

control design—it raises the ques-on: “Are these controls addressing 

the right risks?”   

• In a mature environment, risk assessments are performed regularly 

and updated in response to significant changes, such as new system 

deployments, threat intelligence, or regulatory requirements. Absence 

of this detail may reflect sta+c or outdated risk postures.   

• Without insight into how risks were priori-zed and mi-gated, you 

cannot determine whether cri+cal risks might have been ignored or 

whether the controls tested are fit for purpose.   
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Are controls mapped 
accurately to each 
criterion?   

Controls should be explicitly and accurately mapped to the relevant 

criteria they are designed to address. This mapping forms the basis of the 

auditor’s evalua-on and your ability to assess the completeness and 

appropriateness of the control environment.   

• If controls are not properly mapped, it’s difficult to assess whether all 

relevant TSC requirements are met, and whether gaps exist in the 

control framework.   

• Poor mapping may indicate a checkbox approach to compliance, 

where controls are listed but not genuinely aligned with the risks and 

objec-ves of each criterion.   

• Reuse of the same control across mul-ple criteria without meaningful 

explana-on may signal a lack of depth or rigor in the assessment 

process.   

• Accurate mapping also supports traceability—helping you link specific 

control objec-ves to risks, policies, and technical implementa-ons, and 

facilitates your own internal control evalua+ons or vendor 

assessments.   

Test of Controls and Results  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

 

 

Excep-ons in control tes-ng indicate that a control did not operate as 

intended during part of the review period. Iden-fying whether excep-ons 

exist is cri-cal because:   

• Excep-ons highlight poten+al control failures that could lead to data 

breaches, unauthorized access, compliance viola-ons, or opera-onal 

disrup-ons.   

• If a report claims zero excep+ons, this may appear reassuring—but it 

can also be a red flag. Real-world systems rarely operate with 100% 
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Are there any 
excep+ons noted in 
the control tes+ng?   

perfec-on over an extended period. An absence of excep-ons may 

reflect limited tes+ng, selec+ve sampling, or underrepor+ng.   

• You need to know whether excep-ons occurred, how frequently, and 

whether they were isolated incidents or symptoma+c of systemic 

issues.   

• Awareness of excep-ons helps you determine the residual risk you will 

inherit if you rely on the vendor’s systems or services.   

 

 

 

 

Are the excep+ons 
clearly explained 
and evaluated by 
Management?   

Merely sta-ng that an excep-on occurred is not enough— the Service 

Provider Management needs to explain what went wrong, why it 

happened, and how it was handled. If excep-ons are not clearly 

explained:   

• You can’t determine whether the failure was minor (e.g., one missed 

access review) or cri+cal (e.g., a complete failure to log security 

events).   

• Weak or vague explana-ons like “immaterial” or “not significant” 

without suppor-ng context may mask serious underlying issues.   

• A robust evalua-on should include:   

o The nature and root cause of the failure.   

o The specific control and objec-ve it relates to.   

o Remedia-on steps and whether they were implemented during the 

review period.   

• Clarity in excep-on repor-ng is essen-al for transparency, 

accountability, and trust in the report findings.   

 

 

 

 

 

 

SOC 2 isn’t just about having controls—it’s about whether those controls 

are designed well, implemented effec+vely, and opera+ng consistently 

over -me.   

• Controls should not rely on one-off processes, informal 

communica+on, or manual interven+ons that are prone to failure.   
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Do controls appear 
robust and 
repeatable?   

• Repeatable controls—par-cularly those that are automated, 

monitored, and backed by formal policies and procedures—offer 

greater reliability, scalability, and auditability.   

• Weak signs of repeatability include:   

o Lack of documenta-on.   

o Informal control owners.   

o Controls triggered only in reac-on to events, rather than 

proac-vely enforced.   

• Assessing repeatability helps determine whether the controls will 

con-nue to func-on effec-vely beyond the audit window, reducing 

your long-term risk.   

 

 

 

 

 

Were automated 
controls tested over 
the en+re period?   

Automated controls are oWen considered more reliable than manual ones, 

but they s-ll need to be tested properly—especially over the en+re audit 

period.   

• A control might be automated but only tested at a single point in +me 

or only under a subset of condi-ons. This doesn’t prove it worked 

consistently over 6–12 months, which is the purpose of a Type 2 

report.   

• If automa-on was introduced mid-period or changed during the audit 

window, this should be disclosed and evaluated.   

• Con-nuous tes-ng over the full review period is vital to ensure:   

o The system wasn’t misconfigured.   

o Automated rules or logic weren’t bypassed.   

o Auditable evidence (e.g., logs, alerts) was consistently generated 

and reviewed.   

• Tes-ng over the full period builds confidence that controls are 

embedded in the organiza+on’s opera+ons, not just present for the 

audit.   
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Are control owners 
and reviewers 
named or 
described?   

Knowing who is responsible for implemen+ng, reviewing, and 

maintaining each control is essen-al for evalua-ng accountability and 

process maturity.   

• If control ownership is unclear or missing:   

o It may signal poor governance or a lack of accountability.   

o Failures in the control may go unno-ced or unresolved.   

• Control descrip-ons should include:   

o Roles or teams responsible (e.g., “Security Team,” “Compliance 

Manager”).   

o Who performs reviews, approvals, or oversight (e.g., during access 

recer-fica-on, policy updates, patch management).   

• Clear role assignments ensure that controls are ac+vely managed and 

allow you to determine whether the individuals involved have the 

appropriate authority, training, and separa+on of du+es.   

• It also helps your organiza-on engage meaningfully with the vendor 

during due diligence or incident response scenarios.   

Reporting Period and Timing  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

 

Does the review 
period span at least 

The length of the review period directly impacts the value and reliability of 

a SOC 2 Type 2 report. A standard and reputable review period is 12 

months, though shorter periods (3 or 6 months) are some-mes used for 

first--me reports.   

• A longer review window provides greater assurance that controls 

operate consistently, not just during a brief or favorable period.   

• Shorter periods may miss seasonal risks (e.g., end-of-year code 

freezes, employee turnover cycles, annual audits) or opera-onal 

fluctua-ons.   
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6 months, ideally 
12?    

• A shorter period may indicate a limited tes+ng sample, reducing the 

likelihood of iden-fying rare but high-impact control failures.   

• Some vendors opt for shorter periods strategically to avoid scru+ny 

during high-risk months or to accelerate go-to-market -melines. This 

may reflect audit immaturity or misaligned priori+es.   

You should always assess whether the review period aligns with your 

organiza-on’s own business risk calendar and your need for year-round 

assurance.   

 

 

 

 

 

Is the report date 
within the last 6-12 
months?   

SOC 2 reports are point-in-+me aJesta+ons, and their relevance degrades 

quickly in dynamic, cloud-na-ve, and high-growth environments. If the 

report is older than 12 months:   

• It may not reflect current systems, controls, staffing, or risks. For 

example, infrastructure changes, new services, or personnel shiWs 

could render the report obsolete.   

• Key events may have occurred aRer the review period—such as 

security breaches, plamorm migra-ons, or control failures—that are 

not disclosed.   

• Relying on an outdated report leaves you exposed to unknown 

vulnerabili-es and limits your ability to make confident vendor risk 

management decisions.   

If the report is older than 12 months, ask whether a new audit is 

underway, or whether a bridge leJer or interim control assessment is 

available.   

 

 

 

 

 

Whether the organiza-on has a track record of SOC 2 compliance is a 

powerful signal of their security maturity and commitment to con+nuous 

improvement.   

• A first--me report typically reflects a new or evolving control 

environment, oWen with immature processes, more excep+ons, and 

ad hoc documenta+on.   
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Was this the first 
SOC 2 report or is 
there a history of 
prior reports?   

• Without historical reports, you can't analyze trends—such as whether 

past excep-ons were remediated, if the scope has expanded, or if new 

TSCs have been added.   

• A provider with mul+ple successive clean reports likely has a well-

established governance program, while one with gaps or inconsistent 

history may be less dependable.   

If this is the first report, request addi-onal documenta-on such as:   

• Policy and procedure overviews   

• Internal audit reports   

• Roadmaps for control improvement   

This helps fill the assurance gap that historical context typically provides.   

Complimentary User Entity Controls (CUECs)  

Review Ques*on  Why It Ma4ers  

 

 

 

 

 

Are CUECs clearly 
listed and easy to 
understand?   

Complementary User En-ty Controls (CUECs) define the responsibili+es 

that the user (you) must fulfill to ensure the service organiza-on’s controls 

func-on as intended. If CUECs are unclear, missing, or difficult to interpret:   

• There is a fundamental risk of misalignment between what the service 

provider assumes you’re doing and what you’re actually doing.   

• You may unknowingly inherit control gaps, especially in shared 

responsibility models, if you fail to implement the assumed controls on 

your end.   

• Poorly wricen or overly technical CUECs create ambiguity, making it 

hard to validate compliance on your side or coordinate controls across 

teams.   

• Without clarity, CUECs become “hidden responsibili+es” that could 

result in failed audits, data loss, or compliance viola-ons—not because 
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of what the vendor did, but because of what you didn't realize you 

were supposed to do.   

For effec-ve risk management, CUECs must be clearly itemized, 

contextually explained, and opera+onally achievable.   

 

 

 

 

 

 

Can your 
organiza+on 
reasonably meet all 
CUECs?   

Even if CUECs are clearly defined, they s-ll pose a risk if your organiza-on 

lacks the capability, tools, or governance structure to implement them 

effec-vely.   

• You must assess whether you have technical controls, processes, and 

staff in place to meet these requirements. For example:   

o Do you log and monitor privileged access as required?   

o Are you enforcing the encryp-on standards expected by the 

vendor?   

• If your organiza-on doesn’t meet these requirements, then some of 

the SOC 2 controls effec+vely break down—even if the vendor passed 

the audit.   

• This creates a false sense of security, where controls appear sound on 

paper but fail in real-world opera-ons because user-side 

responsibili-es were unfulfilled.   

• It's also a legal and contractual risk: your failure to meet CUECs may 

shiR liability to your organiza-on in the event of a breach.   

Perform a gap analysis against the listed CUECs and verify who owns each 

one internally.   

 
For a comprehensive guide on SOC 2, visit h8ps://trustne;nc.com/soc-compliance-guide/.   
 

Let ’s connect!  

 

877-TRUST-10 

(877-878-7810) 

https://trustnetinc.com/soc-compliance-guide/
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